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DATA MINING APPROACH TO ANALYZING INTRUSION DETECTION 
OF WIRELESS SENSOR NETWORK 

 

 

 

 

Abstract— Wireless sensor network is a collection of 
wireless sensor nodes which is used to monitor the 
physical conditions of the environment. Wireless sensor 
network applications in the military, such as battlefield 
surveillance of traffic, health, industrial areas, intruder 
detection, security and surveillance. WSN has various 
types of external attacks on the network intrusion 
detection system to prevent such attacks. Intrusion 
detection systems are very useful so that attackers cannot 
steal or manipulate data. This paper proposed a network 
intrusion detection system by means of the utilization of 
data mining techniques to detect attacks caused by 
intruders in a network of attackers. In this research, 
intrusion detection problems in terms of data overload, 
false positive and false negative by introducing an 
effective algorithm. Network intrusion detection system 
combines the artificial neural network with re-
enforcement learning in the training of data. 

Keywords— Wireless sensor network, Intrusion detection 
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I.INTRODUCTION 
Today, network intrusion involves flooding or 

overloading the network, gathering data about the network to 
attack. However, inserting information into the network to 
spread and gain access from inside. For this purpose, hacker 
detection tools are active, so you can prevent these from 
getting into your system in the first place. Each sensor node 
consumes some energy for transferring data over the 
network. So how much energy spent on each transmission is 
the lifetime of the network. These threats will affect the 
efficiency of networks, such as the transmission of data 
through the network or data that can be accessible via the 
network. Cyber security concerns protecting information 
systems by preventing, detecting and responding to attacks.  

 

 
 
 
 

 
The Intrusion detection system (IDS) investigates all inbound 
and outbound network activity and identifies doubtful 
patterns that may stipulate a network or system attack by 
someone attempting to break into or compromise a system. 
 

II.REVIEW OF RELATED WORKS 
Fuzzy logic-based system to effectively identify the 

intrusion activities within a network was able to detect an 
intrusion behavior of the networks with the rule base 
algorithm. The system uses frequent items with an automated 
strategy for generating definite rule. Intrusion detection 
systems are performed with the KDD Cup 99 intrusion 
detection dataset. This system achieved higher precision in 
identifying whether the records are normal or attack one. 

 Intrusion detection mechanisms investigate the 
performance of various dimension reduction techniques 
along with a set of different classifiers based on binary 
particle swarm optimization (PSO) and random forests (RF) 
algorithms called PSO‐RF. In this RF is used as a classifier. 
Binary PSO is used to find set of attributes for classifying 
network intrusions.  PSO‐RF approach that further optimizes 
the dimensions of the data and then finds an optimal set of 
features. PSO is an optimization method that has a strong 
global search capability and is used for dimension 
optimization. 

 From the above literature review so far shows, in 
most cases an Intrusion Detection Systems (IDS) have 
become a standard component in the security of 
infrastructures as they tend to give room for network 
administrators to detect policy violations. These policy 
violations in-turns provide room for range of external 
attackers trying to gain unauthorized access to insiders 
abusing their access.  
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III.PROPOSED METHOD 

 

 

 

 

 

 

 

 

 

 

 

 

Hybrid model combines the qualitative and iterative 
experimental approach. Some concepts and systems 
behaviors will be understand by the qualitative approach. 
However, building the systems iterative experimental 
approach will be used, the system will be initially 
implemented then tested.  

The proposed system using data mining techniques to detect 
any malicious packets that SNORT was not able to capture.  
Then we will automatically update all SNORT signatures 
holder with a new one. It also provides other data mining 
techniques used in the proposed system are Decision tree, 
Fuzzy logic, Neural Network, Reinforcement Learning and 
Hierarchical clustering. The data set used for training and 
evaluation (KDD99) and which features from which the data 
will be selected. 

The benefit of using the hybrid approach is it will 
increase the intrusion detection rate. Some attacks cannot be 
detected by one module so the other module may be able to 
detect them. Hybrid model also detecting malicious traffic, 
when there is a chance of increasing the false-positive rate. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.2 Proposed Hybrid Model Overview 

Proposed system to monitor all incoming and out 
coming traffic in our defined network, locate false alarm 
generator and bad signature separate normal activity from 

 

Fig.1 An Intrusion Detection System 
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false activity, and locate different ongoing IP address of same 
activity in a network. 

 
Fig.3 Propose High level Hybrid Process Classifier 

The process of high level hybrid process classifier as shown 
in Figure 3: 

Intrusion Detection System: 
 Signature based IDS SNORT will be used in this 

solution. The main functionality as an intrusion detection 
system  will be used as a network sniffing tool for the 
training model with the live traffic.  
 Rule Holder: 

This SNORT to capture attacks matching the stored 
signatures, contains all signatures used by this process. 

 Data set and categorization 
 To find a reliable high quality network traffic data 

set, where each packet has been labeled. So that the training 
model is produced, as a result the classification can be used 
reliably. 

Classifier Module: 
 This Classifier module uses Reinforcement learning 

and ANN which can compute a model using the most 
discriminating features in an instance of a data packet. This is 
concluded by training a classifier, using a pruned set of 
features, as compared to SNORT. This process has  accuracy 
and effectiveness, when compared to general rule-based 
signature matching systems.  
 Training Model: 

This model is the output of the classifier module. 
The output of classification algorithm will be compared to 
each other then one of them will be choose as the training 
model. This will classify the traffic to either known or 
unknown classes. The traffic will be progressed to the 
reasoning module in case if it is unknown for further 
investigation.  
Reasoning Mechanism 

The purpose of this mechanism is to allow another 
stage for classifying the network traffic, if the first stage fails 
to classify it. The  hybrid model built using neural network 
(MLP) and reinforcement learning. The output of this module 
will be in a form of a signature that will be added to the rule 
base. 

IV. CONCLUSION 
The ANN algorithm and Reinforcement Learning  

used in IDS of a WSN which will help to detect an attack in a 
network and give an alarm to start the prevention mechanism, 
it can be used in real time application. This proposed system 
will be of great help to any business organization or 
institution where we use the internet.  It will help the 
checking of an attack in the network and find out the areas 
where the attackers is coming from in the network.  Also this 
system blocks such areas and identifies any false positive or 
false negative signals through the alarm bell. It is also l to 
develop various association rules among the attributes to 
predict various types of attacks. 
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